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Introduction

This document describes the new Multi-Factor Authentication (MFA) registration process for using

the Global MFA tool.

[Important information] - Please note, the following apply to register for MFA

¥ If you are registering for the first time, and you are not yet using MFA; To register you
must be connected to the company network, either directly or via a VPN connection. If that
is not possible, please contact your local IT helpdesk.

#» If you are currently using MFA to log in to Ahold Delhaize applications; You have to
register again, but you don’t need to be connected to the company network, just make sure
you have an internet connection.

¥ If you encounter issues during registration (or changing your MFA method), we recommend

the following:

o Use alaptop or computer, instead of using any other mobile device, to register for
MFA or to change your method. If you are a Store employee, you can also use a
computer in your store to register.

o Use the internet browser Google Chrome, instead of another browser like for
example Internet Explorer or Safari, to register for MFA or to change your method.

MFA methods

There are different MFA methods for which you can register, see the descriptions below. We highly
recommend using the MFA method “Mobile app — Notification” as it is the most user-friendly and

secure method.

MFA method

1. MFA registration for
Mobile app —
Notification

Or called:
Microsoft Authenticator —
Notification

Description
Receive notifications for

verification: With this option, a

notification is pushed to the
application on your smartphone. View
the notification and select “Approve”
in the app if it is valid. After this, a
verification code is automatically sent
to your login screen.

\ Note

Please note: For this method, you
will have to download the Microsoft
Authenticator app. This is the only
Mobile app that enables the use of
push notifications.

If you prefer to use a different MFA method, there are also other MFA methods for which you can
register. Please find the other options below.

MFA method

2. MFA registration for
Mobile app —
Verification code

Or called:
Authenticator phone or
hardware token — code

Description

Use verification codes: With this
option, a verification code will be
generated by the application on your
smartphone. The Mobile app
generates a new verification code
every 30 seconds. Enter the most
recent verification code in the login

\[e] (<]

Please note: For this method, you will
have to download a Mobile app, the
Microsoft Authenticator app is
highly recommended for this. You
first have to register for the first
method (Mobile app — Notification),
after that, you can easily change your
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screen.

method yourself (see registration 2).

3. MFA registration for
SMS method

Also called:
Phone — text me a code

Using text messages to receive
verification codes: With this option,
a verification code will be sent via a
text message (SMS) to your mobile
phone. Enter the verification code
you have received via a text
message in the login screen.

Back-up MFA method

You can register for more than one MFA method. After you have registered for your preferred MFA
method, we recommend that you register for another method listed above. Your second method can
then be used as a backup method in case your default method doesn't work.

Please find instructions and screenshots on the next pages on how to (re)register for MFA.

After your MFA registration, you can always change your MFA method yourself. Please see the
chapter “4. Change your MFA method” on how to change your method.
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1. MFA registration for Mobile app — Notification (using Microsoft
Authenticator app)

To allow the registration of Mobile App, you must meet the following requirement:
e Your mobile phone is a smartphone and runs on the latest versions of iOS or Android;
« You must have a smartphone that is able to install the Microsoft Authenticator app on your
phone.

Start your registration via this link and follow the steps below.

Step 1: If you see the screen below, please click “Use another account” and go to step 2.
If you don’t see the screen below, please go directly to step 2.

BS Microsoft

Pick an account

—|— Use another account F

Step 2: Sign in with your User ID followed by @emea.royalahold.net (e.qg.
abcl23@emea.royalahold.net) and click Next (see screenshot on the next page).
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B® Microsoft

Sign in

Email, phone, or Skype

No account? Create one!
Can't access your account?

Sign-in options

Step 3: Log in with your username or User ID and Password and click Sign in.

@}) Ahold

Delhaize

Welcome to Ahold Delhaize

User ID

Password

Reset your forgotten password
Frequently Asked Questions
Change your current password

Modify Ch e/Response for SelfHelp

Privacy Policy and Terms of Use
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Step 4: Enter your One-Time Password (verification code) as you are used to now, and click Send.
You will receive your One-Time Password on your mobile phone via your current MFA method, this
can be either via a Mobile app or via an SMS (text message).

G}J Ahold

%0 .Delhaize

Provide One-Time Password from Mobile app

1. Please open the OTP app on your smartphone
2. Enter the generated code in the field below

KXXXXX

Manage your Mobile App Code settings

This screenshot is an example when using the Mobile app method

Step 5: The following screen will appear on your computer, please click Add method.

My Sign-ins

R Overview Security info

These are the methods you use to sign in to your account or reset your password

-+ Add metﬁ\)-ji

No items to display.
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Step 6: Select “Authenticator app” from the drop-down menu and click Add.

Security info

No items to display

Add a method

Authenticator app

coct IR

Step 7: We recommend using the Microsoft Authenticator app. If you are going to use this app for
the first time or if you don’t have this app on your smartphone, you will have to download the app.
Search in your App Store on your smartphone for the Microsoft Authenticator app and download
the app. After that, click Next on your computer screen.

If you have already installed this app on your phone, you don’t need to download the app again, you
just need to make sure you have the latest version of the app installed on your phone. You can
immediately click Next when the screen below appears on your computer.

Security info
Add

No items to displ
Microsoft Authenticator

Start by getting the app
~
v On your phane, install the Microsoft Authenticator app. Download now
Once you've installed the Microsoft Authenticator app on your device, choose “Next”
. | want to use a different authenticator app
Cancel h“ﬂ
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Step 8: Open the Microsoft Authenticator app on your phone. If you have just installed the
Microsoft Authenticator app, click Skip in all the screens that appear on your smartphone. Then
select + in the upper-right corner of your app to add an account (see screenshot 1 below), and then
select Work or school account (see screenshot 2 below). When you have selected Work or school
account, click Next on your computer screen (see screenshot 3 below).

Screenshot 1:
= Accounts -

I,\él AholdDelhaize.com
~ @emea.royalahold.net

Screenshot 2:

WHAT KIND OF ACCOUNT ARE YOU ADDING?

. Personal account

. Work or school account

Other (Google, Facebook, etc.)
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Screenshot 3:

Security info

No items to displ

M

Step 9: Use your Microsoft Authenticator app on your phone to scan the QR code from

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account. and select "Work or school”

.

\J

the screen on your computer. Please make sure that your camera is enabled so you're able to scan

a QR code. Once you have scanned the QR code, your account will be added to the app (see
screenshot 1 below). When your account is visible in the app, please click Next on your computer

screen (see screenshot 2 below).
Screenshot 1:
= Accounts

@ AholdDelhaize.com
~ @emea.royalahold.net

10
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Security info

These are the methods you use to sign in to your

! Organisatior + Add method

No items to displ

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app to your account.

Once you've scanned the QR code, choose “Next”.

Can't scan image?

-

Note: The QR code listed above is an example and cannot be used.

Step 10: The Microsoft Authenticator app will send a natification to your smartphone as a test.
Select Approve in the Microsoft Authenticator app on your smartphone, and the following screen

will appear on your computer. Click Next on your computer screen.

My Sign-ins

Security info

These are the methods you use to sign in to your account or reset your password.

Drganisations I Add method

No items to displ

Microsoft Authenticator

I

tion approved

11
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You have successfully completed your MFA registration to use the Microsoft Authenticator app as
your verification method.

My Sign-Ins

R Overview Security info

R, Secufity info These are the methods you use 1o Sign INto your account or reset your password
£ Organizations Default sign-in method: Microsoft Authenticator - notification Change

£l Devices -+ Add method

(4 Privacy ©  Microsoft Authenticator iPhone

After you have completed your registration, you will receive an email when you can use your new

MFA tool. From that moment on, you have to log in with your MFA method when the following
screen appears:

B2 Microsoft
wr@emea.royalahold.net

Approve sign in request

© We've sent a notification to your mobie device.
Please open the Microsoft Authenticator app to
respond,

Having trouble? Sign in another way

Maore rdormation

Please note: If you were already using MFA, the MFA tool you formerly used will also continue to
exist. This means that you may need to use both the old and new MFA tool, resulting in the situation
that for some applications you have to log in with your old MFA method, and for some applications
with your new MFA method. If the above new screen appears you need to log in with your new MFA
method, and if the “old” screen appears you need to log in with your old MFA method. Using two

MFA methods will only be temporary, in the foreseeable future you just need to use your new MFA
method.

12



6}) Ahold

=0 Delhaize

2. MFA registration for Mobile app — Verification code (using Microsoft
Authenticator app)

Please note: If you prefer to use verification codes, you can use the “Microsoft Authenticator app”.
You first have to register for the first method “Mobile app — Notification”, after that, you can easily
change your method yourself.

To allow the registration of Mobile App, you must meet the following requirement:
o Your mobile phone is a smartphone and runs on the latest versions of iOS or Android,;
« You must have a smartphone that is able to install the Microsoft Authenticator app on your
phone.

Start your registration via this link and follow the steps below.

Step 1: If you want to use verification codes, you first have to register yourself for Microsoft
Authenticator app by following the steps for MFA registration for Mobile app - Notification. When
you register to use the Microsoft Authenticator app, you are automatically registered for option 1
(Receive notifications for verification). After registration, you can change your MFA method. If you
clicked the link above, the following screen will appear, click Change on your computer screen.

My Sign-Ins

A Qe Security info

R, Security info These are the methods you use to $ign INto your account of reset your password

£3 Organizations Default sign-in method: Microsoft Authenticator - notification Change

Bl Devices -+ Add method

{4 Privacy ©  Microseft Authenticator iPhone

13
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Step 2: Select Authenticator app or hardware token — code in the drop-down list and click
Confirm.

Security info

These are the methods you use to sign into your account or reset your password.
Default sign-in method: Microsoft Authenticator - notification Change
—~+ Add method

©  Microsoft Authenticator

Change default method

Which method would you like to use to sign in?

Authenticator app or hardware token - code v

You have successfully changed your method; you can now use verification codes as your MFA
method with the Microsoft Authenticator app.

My Sign-Ins

R Overview Security info

R, Security info These are the methods you use 1o Sign Into your account or reset your password
£ Organizations Default sign-in method: Authenticator app or hardware token - code Change
£l Devices -+ Add method

& Prvacy ©  Murosoft Authenticator Phane

After you have completed your registration, you will receive an email when you can use your new

MFA tool. From that moment on, you have to log in with your MFA method when the following
screen appears:

14
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BY Microsoft

Enter code

[ Please type in the code displayed on your
authenticator app from your device

Eode

More information

Please note: If you were already using MFA, the MFA tool you formerly used will also continue to
exist. This means that you may need to use both the old and new MFA tool, resulting in the situation
that for some applications you have to log in with your old MFA method, and for some applications
with your new MFA method. If the above new screen appears you need to log in with your new MFA
method, and if the “old” screen appears you need to log in with your old MFA method. Using two

MFA methods will only be temporary, in the foreseeable future you just need to use your new MFA
method.

15
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3. MFA registration for SMS method — using text messages

Start your registration via this link and follow the steps below.

Step 1: If you see the screen below, please click “Use another account” and go to step 2.
If you don’t see the screen below, please go directly to step 2.

BS Microsoft

Pick an account
—|— Use another account H

Step 2: Sign in with your User ID followed by @emea.royalahold.net (e.qg.
abcl23@emea.royalahold.net) and click Next.

BY Microsoft

Sign in

Email, phone, or Skype

No account? Create one!
Can't access your account?

Sign-in options

16
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Step 3: Log in with your username or User ID and password and click Sign in.

52 Ahold
@ Del?mize

Welcome to Ahold Delhaize

Password

Step 4: Enter your One-Time Password (verification code) as you are used to now, and click Send.
You will receive your One-Time Password on your mobile phone via your current MFA method, this
can be either via a Mobile app or via an SMS (text message).

6}) Ahold

Delhaize

Provide One-Time Password from Mobile app

1. Please open the OTP app on your smartphone
2. Enter the generated code in the field below

KXXXXX

Manage your Mobile App Code settings

This screenshot is an example when using the Mobile app method

17
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Step 5: The following screen will appear on your computer, please click Add method.

My Sign-ins

R Overview Security info

B, Security info These are the methods you use to sign in to your account or reset your password.
=3 Organisations -+ Add mﬂ@ .

= Dvicns No items to display.

& Privacy

Step 6: Select “Phone” from the drop-down menu and click Add.

My Sign-Ins

2 overview Secu r|ty |nf0

R, Security info These are the methods you use to sign into your account or reset your password

E=1 Organizations Default sign-in method: Microsoft Authenticator - notification Change

EL Devices —+ Add method

£ Privacy §@  Microsoft Authenticate Add a method

Which method would you like to add?

Phone ~ |

Cance' “

18
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Step 7: Select your country or region from the drop-down list, enter your mobile phone number,
and then click Next.

My Sign-Ins

2 Overview Security info

| 8 Security info These are the methods you use to sign into your account or reset your password.

51 Organizations Default sign-in method: Microsoft Authenticator - notification Change

L1 Devices -+ Add method Phone

You can prove who you are by answering a call on your phone or
texting a code to your phone.
What phone number would you like to use?

B Privacy ©  Microsoft Authenticate

[ United States (+1) %] Enter phone number

@ Text me a code

O Call me

Message and data rates may apply.

Cancel Next

Step 8: A text message (SMS) will now be sent to your mobile phone. Enter the verification code
from the text message sent by Microsoft in the field on your computer screen (see screenshot
below), and then click Next.

My Sign-Ins

Q Overview Security info

| 8, Security info These are the methods you use to sign into your account or reset your password.

=1 Organizations Default sign-in method: Microsoft Authenticator - notification Change

£ Devices -+ Add method

& Privacy @  Microsoft Authenticatg

Phone

We just sent a 6 digit code to +31 655514810. Enter the code below.

Enter cade

Resend code

Back Next

19
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Step 9: After you clicked Next, the following screen will appear. Please click Done.

Overview Secu r|ty | nfo
These are the methods you use to sign into your account or reset your password
Organization Default sign-in method: Microsoft Authenticator - notification
Devices Add method
iva ”\j T
N Phone
Q9 ith t

SMS verified. Your phone was registered successfully

You have successfully completed your MFA registration to use a text message (SMS) as your
verification method.

After you have completed your registration, you will receive an email when you can use your new
MFA tool. From that moment on, you have to log in with your MFA method when the following
screen appears:

B® Microsoft

Enter code

[ We texted your phone +XX XXXXXXX29. Please
enter the code to sign in,

Code
Having trouble? Sign in another way

More information

Please note: If you were already using MFA, the MFA tool you formerly used will also continue to
exist. This means that you may need to use both the old and new MFA tool, resulting in the situation
that for some applications you have to log in with your old MFA method, and for some applications
with your new MFA method. If the above new screen appears you need to log in with your new MFA
method, and if the “old” screen appears you need to log in with your old MFA method. Using two
MFA methods will only be temporary, in the foreseeable future you just need to use your new MFA
method.

20
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4. Change your MFA method

Start changing your MFA method via this link and follow the steps below.

Step 1: If you see the screen below, please click “Use another account” and go to step 2.

If you don’t see the screen below, please go directly to step 2.

B® Microsoft

Pick an account

—|— Use another account F

Step 2: Sign in with your User ID followed by @emea.royalahold.net (e.qg.
abcl23@emea.royalahold.net) and click Next.

BS Microsoft

Sign in

Email, phone, or Skype

No account? Create one!
Can’t access your account?

Sign-in options

21
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Step 3: Log in with your username or User ID and password and click Sign in.

52 Ahold
@ Delcf)\clize

Welcome to Ahold Delhaize

Password

Reset your forgotten password
Frequently Asked Questions

Change your current password
Modify Cha
Privacy Policy and Terms of Use

nge/Response for SelfHelp

Please note: In some cases, you may also be asked to verify your identity with a second factor,
which is the MFA method for which you are registered.

Step 4: You are now logged in to your Microsoft MFA account. Click Change on your computer

screen.
My Sign-Ins
M, Overview Secu rlty lnfo
R Secunity info These are the methods you use Lo $ign INto your account or reset your password
£ Organizations Default sign-in method: Microsoft Authenticator - notification Change -
Bl Devices -+ Add method
(3 Privacy 6 Microsoft Authenticator Phane

22
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Step 5: A drop-down menu will appear (see screenshot below), select the method you prefer, and

click Confirm.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

-+ Add method

6 Microsoft Authenticator

Change default method

Which method would you like to use to sign in?

Microsoft Authenticator - notification v

Microsoft Authenticator - notification

m
Authenticator app or hardware token - code

You have successfully changed your method; you can now use this MFA method.
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